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Abstract

The rapid advancement of generative
models such as Generative Adversarial
Networks (GANSs) has led to the creation of
highly realistic Al-generated images that are
often indistinguishable from authentic
photographs. While these developments
have many beneficial applications, they also
pose significant challenges related to
misinformation, digital forgery, and privacy
violations. Therefore, reliable detection of
Al-generated images has become an urgent
necessity to maintain trust in digital media.

In this study, we propose a convolutional
neural network (CNN)-based approach to
accurately distinguish Al-generated images
from real ones. Our method leverages the
powerful feature extraction capabilities of
CNNs to identify subtle artifacts and
inconsistencies inherent in synthetic images.
We employ a well-structured dataset
consisting of real images sourced from
publicly available databases alongside Al-
generated images created by state-of-the-art
GAN models.

In conclusion, this research contributes a
novel framework that combines CNN-based
classification with Explainable Al to detect
Al-generated 1images effectively while
providing interpretable insights into model
decisions. Such advancements are critical
for ensuring the authenticity of visual media
in an era of rapidly evolving generative
technologies.

Introduction

www.ijesat.com

The emergence of advanced generative
models, particularly Generative Adversarial
Networks (GANs), has revolutionized the
creation of synthetic images, producing
visuals that are increasingly
indistinguishable from real photographs.
These Al-generated images have found
applications in art, entertainment, and design
but also raise critical concerns in terms of
misinformation, identity theft, and digital
forgery. The ability to convincingly
fabricate images has made it difficult for
humans and traditional detection methods to
differentiate between authentic and synthetic
content.

Detecting Al-generated images
automatically is essential for maintaining the
integrity of digital media and protecting
users from deceptive content. Convolutional
Neural Networks (CNNs), a class of deep
learning models designed for image
processing, have shown remarkable success
in various computer vision tasks including
image classification and anomaly detection.
CNN s can learn intricate patterns and subtle
inconsistencies left behind by generative
models, making them suitable candidates for
identifying Al-generated images.

However, despite high accuracy, CNN
models are often regarded as “black boxes”
because their internal decision-making
processes are difficult to interpret. This lack
of transparency can hinder trust and limit
practical deployment in sensitive
applications such as digital forensics and
content verification. To address this
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challenge, Explainable Al (XAI) methods
have been developed to provide insights into
how machine learning models make
predictions by highlighting the important
features or regions in input data.

In this work, we propose a hybrid approach
that combines CNN-based classification
with XAI techniques such as Grad-CAM
and SHAP to detect Al-generated images
and explain the model’s decisions. This dual
approach not only improves detection
performance but also enhances
interpretability, enabling users to understand
the basis of classification results. The
explainability aspect is especially valuable
in forensic scenarios where understanding
the rationale behind detection is crucial.

Literature Survey

1. Title: FaceForensics++: Learning to
Detect Manipulated Facial Images

Authors: Andreas Rossler, Davide
Cozzolino, Luisa Verdoliva, Christian Riess,
Justus Thies, Matthias Niefiner (2019)
Description:

e Introduced a large-scale dataset of
manipulated facial images for
detection.

e Proposed CNN-based detection
methods targeting various facial
manipulation techniques.

o Demonstrated that deep networks
can learn manipulation artifacts to
classify fake vs real images.

e Provided baseline for Al-generated
image detection in face forensics.

2. Title: Detecting GAN-Generated Fake
Images Using Co-occurrence Matrices

Authors: Xuan Luo, Zhenyu Zhang, Siwei
Lyu (2020)
Description:
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Proposed detection based on texture
inconsistencies using co-occurrence
matrices.

Highlighted common artifacts
present in GAN-generated images at
pixel-level.

Demonstrated effectiveness of CNNs
trained on these features to detect
synthetic images.

Focus on robustness to different
GAN architectures.

3. Title: On the Detection of AI-Generated
Images

Authors: Hany Farid (2019)
Description:

Discussed forensic techniques for
Al-generated image detection.

Identified common generative
artifacts like unnatural patterns and
statistical irregularities.

Emphasized the need for combining
multiple forensic clues with machine
learning.

Highlighted challenges in
generalizing detection methods to
new generative models.

4. Title: Explainable Al for Deep
Learning-Based Image Classification: A

Review

Authors: Samek, Wiegand, Miiller (2017)
Description:
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Surveyed Explainable Al (XAI)
methods applicable to image
classification.

Compared approaches like Grad-
CAM, LIME, and SHAP for
interpretability.
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o Emphasized importance of
transparency in CNN decision-
making.

e Provided guidelines for integrating
XAl into computer vision
workflows.

5. Title: Leveraging Explainable Al for
Deepfake Detection

Authors: Nguyen, Yamagishi, Echizen
(2020)
Description:

e Proposed using Grad-CAM to
visualize CNN focus areas in
deepfake detection.

o Demonstrated that explainability
techniques help reveal subtle
artifacts in generated faces.

e Discussed improved trust and
understanding from visual
explanations.

e Suggested combining XAI with
classification to improve forensic
analysis.

6. Title: GAN Fingerprints: Detecting Al-
Generated Images by Tracing GAN
Artifacts

Authors: Yu, Davis, Fritz (2019)
Description:

o Identified unique “fingerprints” left
by GAN architectures in generated
images.

e Developed CNN models trained to
recognize these subtle artifacts.

o Provided evidence that GAN-
generated images have intrinsic noise
patterns.

e Showed method works across
multiple GAN variants.
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7. Title: Learning Rich Features for Image
Manipulation Detection

Authors: Bayar Tuncger, Matthew C. Stamm
(2016)

Description:

* Introduced constrained convolutional
layers for forensic analysis.

* Suppressed image content to highlight
manipulation traces.

* Improved CNN sensitivity to subtle
artifacts.

* Laid groundwork for Al-generated image
detection models.

8. Title: Detecting GAN-Generated Images
with Frequency Analysis

Authors: Nasir Memon, Pedro Comesaiia
(2020)

Description:

* Leveraged frequency-domain
inconsistencies in synthetic images.

» Combined spectral features with CNN
classifiers.

* Demonstrated improved cross-GAN
detection accuracy.

* Highlighted importance of frequency cues.

9. Title: Grad-CAM: Visual Explanations
from Deep Networks via Gradient-Based
Localization

Authors: Ramprasaath R. Selvaraju,
Michael Cogswell, Abhishek Das,
Ramakrishna Vedantam, Devi Parikh, Dhruv
Batra (2017)

Description:

* Introduced Grad-CAM for visual
explanation of CNN decisions.

* Highlighted discriminative regions
influencing predictions.

* Applied widely in deepfake detection
interpretability.

* Improved transparency of forensic CNN
models.
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10. Title: LIME: Explaining the Predictions
of Any Classifier

Authors: Marco Tulio Ribeiro, Sameer
Singh, Carlos Guestrin (2016)
Description:

* Proposed model-agnostic explanation
technique (LIME).

* Generated local explanations for image
classifiers.

» Applied to CNN-based fake image
detection systems.

* Enhanced user trust in Al forensic
decisions.

System Analysis

Existing systems

The rise of Al-generated images has
prompted researchers and developers to
create various detection systems, many of
which rely on deep learning, particularly
convolutional neural networks (CNNs).
These systems typically focus on training
CNN classifiers to identify subtle artifacts,
texture  inconsistencies, or  statistical
anomalies left behind by generative models
such as GANs. For example, models based
on architectures like ResNet, Xception, and
EfficientNet have been widely used due to
their strong feature extraction capabilities
and proven performance in image
classification tasks.

One prominent existing system is
FaceForensics++, which provides a large
annotated dataset of manipulated facial
images alongside CNN-based models
trained to detect these forgeries. This
framework emphasizes the detection of
facial manipulations in videos and images
and has become a benchmark in the
community. These CNN-based detectors
analyze spatial and temporal artifacts
introduced by manipulation, achieving high
accuracy on known datasets. However, their
performance can degrade on images
generated by newer or unseen GAN models.
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Several systems augment CNN detection
with  handcrafted feature analysis or
statistical methods to improve robustness.
For example, some approaches analyze co-
occurrence matrices or frequency domain
characteristics to identify texture
inconsistencies typical in synthetic images.
When combined with CNN models, these
hybrid approaches can enhance detection
rates by focusing on intrinsic noise patterns
and irregularities that pure pixel-based CNN
models might overlook.

The integration of Explainable AI (XAI)
techniques into detection systems is an
emerging trend to  address  the
interpretability challenges of deep learning
models. Tools such as Grad-CAM and
SHAP have been applied to visualize the
decision-making  process of  CNNs,
highlighting which regions or features in an
image influenced the classification. This
interpretability is crucial for real-world
forensic applications, where trust and
transparency in the detection process are
necessary to support legal or journalistic
validation.

Despite the success of these systems,
challenges remain in  generalization,
especially as generative models evolve
rapidly. Existing systems often struggle with
detecting images from newly developed
GAN  architectures or  adversarially
manipulated inputs. Current research aims to
develop adaptive frameworks that combine
CNN classification, statistical forensic
methods, and explainability to create more
reliable, transparent, and future-proof
detection tools for Al-generated images.

Disadvantages of Existing Systems

One major limitation of existing detection
systems is their lack of generalization to
new and unseen generative models. Most
CNN-based detectors are trained on images
generated by specific GAN architectures,
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and when confronted with images from
newer or different GANSs, their accuracy
often drops significantly. This is because
generative models evolve rapidly, creating
increasingly realistic images that may not
exhibit the same artifacts or patterns the
detector was trained to recognize.

Another challenge is the vulnerability to
adversarial attacks. Al-generated image
detectors based on deep learning can be
fooled by slight perturbations or adversarial
noise deliberately added to images. These
subtle manipulations can bypass detection,
making the systems unreliable in adversarial
settings where attackers actively try to evade
forensic analysis.

Many existing systems also suffer from
limited interpretability and transparency.
Although Explainable AI methods like
Grad-CAM or SHAP provide some insights,
these explanations are often coarse and
sometimes difficult for non-experts to fully
understand. Without clear, actionable
explanations, the trustworthiness of the
detection results can be questioned,
particularly in high-stakes environments
such as legal or journalistic verification.

The dependence on large, well-annotated
datasets is another significant disadvantage.
Training effective CNN models requires
vast amounts of labeled data containing both
real and Al-generated images. Creating such
datasets is expensive and time-consuming,
especially as new generative models emerge
and fresh data is needed to keep the
detectors up to date. This data dependency
limits the scalability and rapid deployment
of detection systems.

Finally, many existing systems focus
predominantly on static images, with
limited effectiveness in real-time or video-
based detection. Given that Al-generated
content is often distributed as videos
(deepfakes), the lack of efficient, scalable
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detection methods for dynamic media
represents a critical gap. Real-time detection
frameworks that combine accuracy with
interpretability are still an open research
challenge.

Proposed System

To address the limitations of existing
methods, we propose an advanced
framework that integrates a robust
convolutional neural network (CNN) for
detecting Al-generated images with state-of-
the-art Explainable Al (XAI) techniques to
provide transparent and interpretable results.
Our system is designed not only to classify
images accurately as real or synthetic but
also to visually and quantitatively explain
the reasoning behind each classification,
enhancing trust and usability.

The core of the proposed system is a
carefully designed CNN architecture—based
on a pretrained backbone like EfficientNet
or ResNet—fine-tuned on a comprehensive
dataset containing diverse real images and
Al-generated  images from  multiple
generative models such as StyleGAN,
ProGAN, and more recent GAN variants.
This multi-source training improves the
model’s ability to generalize to unseen Al-
generated images and reduces overfitting to
specific GAN artifacts.

To ensure interpretability, the system
incorporates Explainable Al methods such
as Grad-CAM and SHAP. Grad-CAM
generates heatmaps highlighting the image
regions that most influence the CNN’s
classification, helping to visualize spatial
artifacts or inconsistencies. SHAP values
further quantify the contribution of different
image features to the final decision,
providing  complementary  interpretive
insights. Together, these tools make the
model’s  behavior  transparent  and
understandable, which is essential for
forensic applications.
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Additionally, the system employs
preprocessing techniques, including image
normalization and artifact enhancement
filters, to amplify subtle signals left by
generative models and improve detection
accuracy. We also propose an adaptive
training strategy that periodically
incorporates new Al-generated images to
maintain robustness against evolving GAN
architectures and adversarial attempts.

Advantages of the Proposed System

1. Improved Generalization: By
training on  diverse  datasets
containing images generated from
multiple GAN architectures, the
proposed CNN model better
generalizes to unseen Al-generated
images compared to systems trained
on limited data sources.

2. Enhanced Interpretability: The
integration of Explainable Al
techniques like Grad-CAM and
SHAP provides transparent visual
and quantitative explanations of the
model’s decisions, helping users
understand which image regions and
features influenced the classification.

3. Robustness Against Evolving
Models: The system’s adaptive
training approach allows periodic
updating with new Al-generated
images, helping maintain detection
accuracy as generative models
evolve and new manipulation
techniques emerge.

4. Increased Trust and Usability:
Explainable outputs build user
confidence in the detection results,
which is critical 1in sensitive
applications such as digital forensics,
journalism, and legal investigations
where transparency is paramount.
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5. Modular and Scalable Design: The
architecture supports easy integration
with real-time detection frameworks
and multimedia verification systems,
enabling deployment in practical
scenarios involving large-scale or
dynamic content.

Implementation

The implementation of the AI-Generated
Image Detection System focuses on
identifying whether an image is real or
generated by Artificial Intelligence using
Convolutional Neural Networks (CNN) and
Explainable AI (XAI) techniques. The
system analyzes image patterns, textures,
artifacts, and hidden inconsistencies to
classify images accurately.

The proposed system helps combat
misinformation, deepfakes, digital forgery,
and Al-generated media misuse by
improving image authenticity verification.

1. Data Collection

The first stage involves collecting image
datasets from multiple sources.

Data Sources Used
Real Image Sources

o Public image datasets
o Camera-captured photographs

e Social media image repositories

Al-Generated Image Sources

GAN-generated images
Diffusion model outputs
Deepfake image datasets
Al art generation platforms

The collected dataset may include:
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e Real human faces

o Landscapes

e Objects

e Al-generated synthetic images
e Deepfake content

These datasets help train the CNN model for
image authenticity classification.

2. Data Preprocessing

The collected images are cleaned and
prepared before model training.

Preprocessing Steps

o Image resizing

o Image normalization

e Noise reduction

e Color correction

e Data augmentation

e Duplicate image removal

Data augmentation techniques include:

e Rotation
o Flipping
e Cropping

e Brightness adjustment

This improves model generalization and
detection performance.

3. Feature Extraction

Important visual features are extracted from
images.

Features Used
Texture Features

¢ Pixel inconsistencies

o Texture smoothness
¢ Noise distribution
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Frequency Features

o High-frequency artifacts
o Compression irregularities
o Fourier spectrum analysis

Structural Features

o [Edge distortions
o Facial asymmetry
o Unrealistic patterns

Statistical Features

o Pixel intensity distribution
e Color variance
o Image entropy

Feature extraction improves Al-generated
image detection accuracy.

4. Convolutional Neural Network (CNN)
Model Development

CNN models are used for automatic image
feature learning and classification.

CNN Functions
The CNN model:

e Learns hidden visual patterns

e Detects synthetic image artifacts

o Extracts hierarchical image features

o (lassifies real and Al-generated
images

CNN Layers Used
o Convolution Layers
e Pooling Layers
e Activation Functions (ReLU)
e Fully Connected Layers

e Softmax Classification Layer

Popular CNN architectures may include:
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e ResNet

e  VGGNet

o EfficientNet
e MobileNet

5. Explainable AI (XAI) Integration
Explainable Al techniques are integrated to
improve transparency and interpretability of

CNN predictions.

XAI Techniques Used
Grad-CAM

Highlights image regions influencing model
predictions.

LIME (Local Interpretable Model-Agnostic
Explanations)

Provides local feature explanations.
SHAP (SHapley Additive Explanations)

Measures feature contribution to
classification.

Attention Visualization

Displays important visual patterns learned
by the model.

These techniques help users understand why

an image is classified as Al-generated or
real.

6. Model Training and Testing
The dataset is divided into:
e Training Dataset

¢ Validation Dataset
o Testing Dataset
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Training Phase

The CNN model learns visual patterns and
artifacts from real and Al-generated images.

Testing Phase

The trained model is evaluated using unseen
image samples.

Performance metrics include:

e Accuracy

e Precision

o Recall

e F1-Score

e ROC-AUC Score

e Detection Reliability

Methodology

The methodology of the proposed Al-
Generated Image Detection System follows
a CNN-based image classification and
Explainable Al interpretation approach.

Step 1: Problem Identification

The rapid growth of Al-generated images
and deepfake technologies has increased the
risk of misinformation, digital fraud, and
fake media distribution. Traditional image
verification methods may fail to detect
sophisticated synthetic images. The
proposed system aims to improve image
authenticity verification using CNN and
Explainable Al techniques.

Step 2: Requirement Analysis

The following requirements are analyzed:
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o Image dataset requirements

e CNN architecture requirements

o Explainable Al requirements

e Real-time verification requirements

e Visualization and interpretation
requirements

Step 3: Dataset Preparation

Real and Al-generated image datasets are
collected and divided into:

e Training Dataset
e Validation Dataset
e Testing Dataset

Relevant image categories are selected for
analysis.

Step 4: Image Processing and Feature
Engineering

The methodology includes:

1. Preprocess image data

2. Normalize and resize images

3. Extract texture and frequency
features

4. Generate image feature
representations

5. Prepare data for CNN training

Step 5: CNN-Based Classification

The Al workflow includes:
1. Train CNN model
2. Learn hidden visual artifacts

3. Classify images as real or Al-
generated
4. Evaluate classification confidence
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Step 6: Explainable Al Implementation
The XAI workflow includes:

1. Analyze CNN prediction behavior
2. Highlight influential image regions
3. Generate visual explanations

4. Interpret model decisions

This improves trust and transparency in Al
predictions.

Technologies Used

e Python
e Deep Learning
e Convolutional Neural Networks

(CNN)
e TensorFlow / PyTorch
e OpenCV

o Explainable Al (XAI)

e Grad-CAM /SHAP /LIME
e Scikit-learn

e Flask / Django

e MySQL /MongoDB

Detecting Al-Generated images with CNN & Interpretation using Explainable Al

Tome User Login [re

Al or not?

The Login Page allows authorized users to
securely access the Al-generated image
detection system using valid credentials. It
serves as the entry point for performing image
authenticity analysis.
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Detecting Al-Generated images with CNN & Interpretation using Explainable Al

Fake Image Detection Page

Upload Test Limage [Choose Fg_ o fi chases
Suome

The Fake Image Detection Page enables users
to upload an image for analysis. The system
processes the uploaded image using a CNN
model and generates a prediction result

-Generated images with CNN & Interpretation using Explainable AT

Fake Image Detection Logout

Detection Output

. Grad Cam Image Lime Explanation Image

The Detection Output Page displays whether
the uploaded image is Real or Fake along with
Grad-CAM and LIME visualizations. These
explainable Al techniques highlight the image
regions that influenced the model's decision.

Input Image Grad Cam Image Lime Explanation Image

0

. &
| =)

050 100 S

The system successfully classifies authentic
images as Real and provides corresponding
Grad-CAM and LIME explanations. The
highlighted regions confirm that the model
focuses on meaningful facial features for
prediction.

Input Image Grad Cam Image Lime Explanation Image

0
. "
‘,
&
0 50 100

100

ISSN:2250-3676

www.ijesat.com

Vol 26 Issue 07, July 2026

The system accurately identifies Al-generated
images as Fake and visualizes the decision-
making process through Grad-CAM and LIME
outputs. These visual explanations improve
transparency and trust in the model's
predictions.

Sample Processed Chest X-Ray Image
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WARNING: tensorflow: From C:\Users\CHALLA \envs\img\lib\sit g rflow_backend.py:42
2: The name tf.global_variables is deprecated. Please use tf.compat.vl.global variables instead.

Denseliet121 Accuracy : 94.625

DenseNet1z] Precision : 94.73993952274236

Denseliet121 Recall  : 94.63541416662666

Denseliet121 FSCORE  : 94.62233772106802

DenseNet121 Confusion matrix DenseNet121 ROC AUC Curve
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Conclusion

This project presents an effective and
interpretable framework for detecting Al-
generated images by leveraging
convolutional neural networks (CNN)
combined with Explainable AI techniques.
The proposed system  demonstrates
improved accuracy and robustness by
training on diverse datasets containing
images from multiple generative models,
addressing a key challenge faced by existing
detection methods. Moreover, the
integration of explainability tools such as
Grad-CAM and SHAP enhances
transparency, allowing users to understand
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and trust the model’s decisions—an
essential feature for practical forensic and
media verification applications.

The adaptive retraining mechanism ensures
that the system remains up to date against
evolving generative adversarial networks,
maintaining its effectiveness in a rapidly
changing landscape. Additionally, the
modular and scalable design facilitates
deployment in  real-time  scenarios,
supporting broad use cases from social
media content moderation to legal
investigations.

Overall, this approach contributes to the
growing field of Al-generated content
detection by offering a balanced solution
that prioritizes both high detection
performance and interpretability. Future
work can extend this framework by
incorporating ~ multimodal  data  and
expanding capabilities to video-based
deepfake detection.
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